MOJTIOXKEHME O KOHONOEHUMATIBHOCTI
O nopsiake XpaHeHUs 1 3aWmTbl NePCOHarbHbIX JaHHbIX MOCETUTENEN
1. TepMmuHbl 1 onpeageneHns

CanT — COBOKYNHOCTb NMpOorpamMMHbIX U annapaTHbIxX cpeacTts ana 9BM,
obecneunsatonx nyénmkaumio ansa sceobuuero obospeHnss MHpopmMaumm
N OaHHbIX, 00beANHEHHbIX OOLLMM LieneBbIM Ha3Ha4YeHneM, NocpecTBOM
TEXHUYECKUX CPeaCTB, NPUMEHAEMbIX A4S15 CBA3n mexay OBM B ceTu
NHuTepHeT. Noa Cantom B CornawieHnn noHmmaetca Caur,
pacrnonoxeHHbl B ceTn VIHTepHeT no agpecy http://usacheva-deznn.ru.
Monb3oBaTenb — nonb3oBaTtesib ceTn HTepHeT 1, B YacTHocTu, Caunta,
MMEIOLLINA CBOKO NMUYHYIO CTpaHuUy (Mpodunb/akkayHT).

depepanbHbIv 3aKoH (P3) — PenepanbHbIv 3akoH OT 27 nonga 2006 r. Ne
152 ®3 «O nepcoHanbHbIX AaHHbIX».

[MepcoHanbHble AaHHble — nbas nHdopmaums, OTHOCALWAACS MPSMO UIn
KOCBEHHO K onpeaeneHHoMy Unun onpeaenseMomy pusndeckomy nuuy
(cybbekTy nepcoHarnbHbIX AaHHbIX).

OnepaTtop — opraHmMsaumns, CamoCTOATENBHO UM COBMECTHO C APYrnMU
nmuamMmn opraHuayrowtas obpaboTKy nepcoHasibHbIX AaHHbIX, a Takke
onpegensawwas uenn odbpaboTkn NnepcoHanbHbIX AaHHbIX, NOANEXallumx
obpaboTke, gencTeunsa (onepaumm), copepLlaemble ¢ NepCoHanbHbIMN
AaHHbiMK. Onepatopom asnsetcs HansuayansHbin [NpegnpuHnmartesb
YcayeBa Tamapa AnekcaHapoBHa.

O6paboTka nepcoHanbHbIX AaHHbIX — NOOoe AencTeme (onepauuns) Nnu
COBOKYMNHOCTb AENCTBUI (Onepaunn), cCoBepLliaeMblX C UCNOSTb30BaHNEM
cpencTB aBTomMaTudaumm unm 6e3 ncnonb3oBaHUs Taknx CPeacTB C
nepcoHanbHbIMU AaHHbIMU, BKIToYasi cbop, 3anucb, cMctemMaTmsauuio,
HakonneHue, xpaHeHue, yTodHeHne (0ObHOBMEHNE, U3MEHEHUE),
n3BnevyeHne, NCnosib3oBaHue, nepegady (pacnpocTpaHeHue,
npegocTasneHne, AocTtyn), obeannymsaHue, 6rokMpoBaHue, yoaneHue,
YHUYTOXEHUE NnepcoHaribHbIX AaHHbIX.

ABTOMaTM3MpPOBaHHaA 0bpaboTka nepcoHarnbHbIX JaHHbLIX — 0bpaboTka
nepcoHanbHbIX aHHbIX C MOMOLLbLIO CPEACTB BbIYUCINTESNTbHOW TEXHUKN.
PacnpocTpaHeHne nepcoHarnbHbIX aHHbIX — JENCTBUE, HanpaBfeHHoe Ha
pacKpbITUE NepCoHarbHbIX AaHHbLIX onpeaenieHHOMY Kpyry nuu, no
npeaBapuUTenbHOMY COrfiacuto, B ncriyvasix, npegycMoTpPeHHbIX 3aKOHOM.
[MpenoctaBneHne nepcoHasrbHbIX AaHHbIX — AENCTBUS, HarnpaBreHHbIe Ha
pacKpbITUE NepCoHarbHbIX AaHHbLIX ONpeaeneHHOMY Nuuy unm
onpeaeneHHoOMy Kpyry nu,.

BrnokupoBaHue nepcoHarnbHbIX JaHHbIX — BDEMEHHOE MpeKpaLleHne
06paboTKn NnepcoHanbHbIX AaHHbIX (3a UCKNIOYEHNEM CrlyYaeB, eCin
obpaboTka Heobxoauma ans YTOYHEeHUs1 NepCcoHarbHbIX JaHHbIX).
YHUYTOXEHNE NepcoHarnbHbIX AaHHbIX — AEUCTBUS, B pe3ynbTaTe KOTopbIX



CTaHOBUTCS HEBO3MOXXHbIM BOCCTAHOBUTL CoAepXXaHne nepcoHasbHbIX
AaHHbIX B MHOPMALMOHHON CUCTEME NEePCOHArTbHbIX JaHHbIX U/ B
pesyrnbTaTe KOTOPbIX YHUYTOXaTCA MaTepuarbHble HOCUTENK
NepCcoHaribHbIX JaHHbIX.

Ob6e3nnumBaHue nepcoHarnbHbIX JaHHbIX — AENCTBUSA, B pe3ynbTaTte
KOTOpPbIX CTAHOBUTCHA HEBO3MOXHbIM 6€3 UCNonb30BaHNSA AONONHUTENBHOM
MHopMaLUKM onpeaennTb NPUHAANEXHOCTb NEPCOHAsbHbIX AaHHbIX K
KOHKPETHOMY CYOBHEKTY NepCoHarnbHbIX AaHHbIX.

NHpopmaunoHHasa cuctema nepcoHanbHblx gaHHbIx (MCIMOH) —
COBOKYMHOCTb coepalmxcs B 6aszax AaHHbIX NepCoHarbHbIX AAaHHbIX U
obecneunsaronx nx od6paboTKy MHPOPMALMOHHBIX TEXHONOIMI U
TEXHUYECKUX CPECTB.

2. O6wme nonoxeHus

2.1. NonoxeHne o nopsigke XpaHeHNs 1 3aLUNTbl NEPCOHAarNbHbIX AaHHbIX
Monb3osatenen Canta (aanee — lNonoxeHne) paspaboTaHo C LESbIo
cobntogeHunsa TpeboBaHu 3akoHogaTenscTBa PO, cogepxawmx
nepcoHanbHble AaHHble U naeHTudnkaummn NMonb3oBaTenemn, HaxoaaLWMXCA
Ha CanTe.

2.2. NonoxeHne paspaboTtaHo B cooTBeTCTBUN C KOHCTUTYUMen PO,
[paxxgaHcknum kogekcom PO, nencreyowmMm 3akoHogatensctsom PP B
obnacTu 3aWnTbl NePCoHanbHbIX AAHHbIX.

2.3. lNonoxeHne yctaHaBnNuBaeT Nopsaok 06paboTkn nepcoHarnbHbIX
AaHHbIX [Monb3oBatenen CanTta: gencTemst No cbopy, cuctemaTnsaumm,
HaKOMMEHMUIO, XPaHEHWUIO, YTOYHEHMUIO (OBHOBNEHUIO, NBMEHEHNIO),
YHUYTOXEHUIO NePCOHanbHbIX AAHHbIX.

2.4. lNonoxeHne ycTaHaBnueaeT obs3aTenbHble A4S1si COTPYAHUKOB
OnepaTtopa, 3agencTBoBaHHbIX B obcnyxmBaHum CanTta, obine
TpeboBaHua 1 npasuna no paborte co BCeMn BUAaMn HoCcUTeNen
MHopMaLnK, cogepKalllMMn nNepcoHanbHble AaHHble [Tonb3oBaTenen
Cawnra.

2.5. B lNonoxeHnn He paccMaTpuBaloTCs BONPOChl obecneyeHns
B6e3onacHOCTN NepcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBIEHHOM
nopsiake K CBeAeHMsIM, COCTaBISAOLLNM rOCy4apCTBEHHYIO TanlHy
Poccunckon ®egepaunn.

2.6. Llensmu MNonoxeHust aBnsitoTcs:

— obecneyeHne TpeboBaHu 3aWMThl NpaB U cBO6OA YerioBeka u
rpaxgaHunHa npu obpaboTke nepcoHanbHbIX 4aHHbIX, B TOM YMCIE 3alUThbl
npae Ha HENPUKOCHOBEHHOCTb YAaCTHOWM XXWU3HWU, JIUYHYIO U CEMENHYIO
TanHy;

— UCKNIKYEHNE HECAHKLMOHNPOBAaHHbLIX AeNCTBUN coTpyaHMkoB OnepaTopa
N NBbbIX TPETbMX NnL, No cOopy, cucTeMaTnU3aunmn, HakoNIEHMO,
XPaHEHU0, YTOYHEHMUIO (OBOHOBMNEHUID, U3MEHEHNIO) NEePCOHaNbHbIX
AaHHbIX, MHbIX (OOPM HE3AKOHHOro BMeLLaTeNnsLCcTBa B MHOPMAaLUMOHHbIE
pecypchbl U nokanbHYH BblYUCIIUTESBbHYO ceTb OnepaTopa, obecneyeHne



NpPaBoOBOro N HOPMATMBHOIO peXxuma KoHdMaeHUNanbHOCTH
He4OKYMEHTUPOBaAHHOM

nHdgopmauum lNMonb3oBaTtenen CanTa; 3almTa KOHCTUTYLMOHHbLIX Npas
rpaxgaH Ha NNYHY0 TanHy, KOH(PUAEHUNanbHOCTL CBEAEHUN,
COCTaBAOLLMX NepCoHarbHble AaHHble, N NpeaoTBpaLleHmne
BO3HMKHOBEHWS BO3MOXHOW Yrpo3bl 6e3onacHocTu MNonb3oBaTtenen Canra.
2.7. MpuHUMnbl 06paboTKM NEPCOHaNbHbIX AAHHbIX:

— 0bpaboTka nepcoHarbHbIX AaHHbIX AOMMKHA OCYLLECTBIATLCA Ha
3aKOHHOW 1 cripaBeasIMBON OCHOBE,;

— 0bpaboTka nepcoHarbHbIX AaHHbIX AOMKHA OrpaHM4YMBaTbCS
AOCTUXXEHNEM KOHKPETHbIX, 3apaHee onpeaeneHHbIX U 3aKOHHbIX Lenen.
He ponyckaetca obpaboTka nepcoHarnbHbIX JaHHbIX, HECOBMECTUMAas C
uenamm cbopa nepcoHarbHbIX JaHHbIX;

— He gonyckaeTca obbegmHeHne 6a3 gaHHbIX, coaepXKaLlmnx
nepcoHanbHble JaHHble, 06paboTka KOTOPbIX OCYLLECTBIISIETCA B LIENSX,
HEeCOBMECTMMbIX Mexay cobon;

— ob6paboTke noanexaT TONbKO NepCoHarnbHble AaHHbIE, KOTOPbIE
oTBevaloT uensam nx obpaboTku;

— cogepxaHue n oobem obpabatbiBaeMblX NEPCOHANbHbLIX AaHHbIX
OOIKHbI COOTBETCTBOBATbL 3asiBNIEHHbIM LiensiM o0paboTKu.
ObpabaTtbiBaemble NnepcoHanbHble AaHHble HE OOMKHbI ObITb
N30bITOYHBIMM MO OTHOLLIEHWIO K 3asiBNEHHbLIM LieNsiM nx ob6paboTku;

— Npy 06paboTke NepcoHanbHbIX AaHHbLIX AOKHbI ObITb 06ecneYeHbl
TOYHOCTb NEPCOHArNbHbIX AAaHHbIX, X AOCTAaTOYHOCTb, 8 B HEOOXOANMbIX
Cny4asix M akTyanbHOCTb MO OTHOLLIEHMIO K Lensim o6paboTku
NepcoHanbHbIX AAaHHbIX;

— XpaHeHne NepcoHanbHbIX aHHbIX JOMMKHO OCYLECTBNATLCSA He OONMbLue,
4yeM 3TOro TpebytoT uenn obpaboTkn NepcoHanbHbIX AAHHLIX, €CNU CPOK
XpaHEeHNS NepcoHarbHbIX AaHHbIX HE ycTaHoBeH PeaepanbHbIM 3aKOHOM,
OOroBOPOM, CTOPOHOM KOTOPOro sienseTcd lNonb3oBartens;

— obpabaTbiBaeMble NepcoHarbHble AaHHble NoAnexaTt YHUUTOXEHUIO
nnoo obe3nuuMBaHMo No AOCTUXKEHUN Lienen obpaboTkm nnu B criydae
yTpaTbl HEOBXOAMMOCTM B AOCTUNKEHUMN ITUX LEenen, eCrin UHOE He
npeagycmoTpeHo degepanbHbIM 3aKOHOM.

2.8. YcnoBusi 06paboTkn nepcoHanbHbIX JaHHbIX.

2.8.1. ObpaboTka nepcoHarnbHbIX AaHHbIX [Nonb3oBaTenen Canrta
ocyLLecTBngeTcsa Ha ocHoBaHuuM [ paxaaHckoro kogekca P®, KoHcTuTtyumm
P®, pencreytowero 3akoHogaTensctea P® B obnactu 3awmTol
NepcoHanbHbIX AaHHbIX.

2.8.2. ObpaboTka nepcoHanbHbIX AaHHbIX Ha CanTe oCcyLWecTBNAEeTCs C
cobnogeHnemM NPUHLKUNOB M NpaBusl, NPeayCMOTPEHHbIX MMonoXeHnem un
3akoHopaTtenbcTBoM P®. ObpaboTka nepcoHanbHbIX aHHbIX JOMycKaeTcH
B criegylowmx cnyyasax:

— 0bpaboTka nepcoHarnbHbIX AaHHbIX HeobXxoaMma Afst UCNoNb30BaHUA
CanTta, cTopoHOoM KoToporo siBnsietcd lNonb3oBartens;



— 0bpaboTka nepcoHarbHbIX JaHHbIX HEOOXoAMMa Ana 3aWmThbl XKU3HN,
30POBbS UMW UHbIX XXM3HEHHO BaXHbIX MHTepecoB [lonb3oBaTtensa Canta,
eCIiv Nosly4eHne corrnacmst HeBO3MOXHO;

— 0bpaboTka nepcoHarbHbIX JaHHbIX HEobXoaMMa AN OCYLWeCTBIIEHNUS
npaB 1 3aKOHHbIX MHTepecoB Onepartopa unun TpeTbnx nuy, NMdo ona
OOCTUXEHUS OOLLECTBEHHO 3HAYMMbIX Lienen Npu ycroBun, YTo Npu 3ToM
He HapyLatTcsa npaea u ceoboabl MNonb3oBatenen Canta;

— 0bpaboTka nepcoHarbHbIX JaHHbIX OCYLLECTBIISIETCS B CTAaTUCTUYECKNX
UIN UHBIX NCCRefoBaTENbCKUX LIENSIX, 3a UCKOYeHMeEM 06paboTKu
NnepcoHarnbHbIX AaHHbLIX B LENAX NpoaBMXKeHUs1 ToBapoB, paboT, ycnyr Ha
PbIHKE MYyTEM OCYLLECTBMEHUS NMPSIMbIX KOHTAKTOB C

noTeHUnanbHbIMK NOTPEOUTENSAMM C NOMOLLLIO CPEACTB CBA3U, a TakKe B
Lenax nonuTUYECKon armtaunmn, npm ycrnosmmn obsasaTenbHOro
obe3nnumnBaHus NepcoHanbHbIX AaHHbIX.

2.9. Uenn obpaboTkm nepcoHanbHbIX OAaHHbIX.

2.9.1. ObpaboTka nepcoHanbHbIX AaHHbIX Nonb3oBaTenen Canta
OCYLLIECTBAETCA UCKIIYUTENBHO B LIENSX NpeaocTaBeHnsd
[Nonb3oBaTento BO3MOXHOCTU B3anmoaencTtesoBatb ¢ Cantom.

2.9.2. CBeeHnsaMM, COCTaBNALWMMN NEPCOHarbHble AaHHble Ha CanTe,
aBnseTca nobdasa nHpopmauus, oTHocsLWasCa K onpeaeneHHoMy unm
onpegenseMomMy Ha OCHOBaHUM Takown HdopmMauum pusndeckomy nuiuy
(cybbekTy nepcoHanbHbIX AaHHbIX).

2.10. ACTOYHMKM nonyyYeHna nepcoHarnbHbIX JaHHbIX [Tonb3oBaTenen.
2.10.1. NcTouHmkoM nHdopmMaummn 060 BCex NePCOHanbHbIX AaHHbIX
Monb3oBartens sBngeTca HenocpeacTBeHHO cam [Monb3oBaTens.

2.10.2. lcTouyHnKoM nHdopmaumm 0 NepcoHarsribHbIX JaHHbIX
[Monb3oBaTtens ABNATCA CBeAeHUS, NOJTyYeHHbIEe BCrieaCTBUE
npegoctaesneHns OnepaTtopom Nonb3oBaTtesnto npas Nosb30BaHUS
Cantom.

2.10.3. lNepcoHanbHble AaHHble [Tonb3oBaTenen OTHOCATCS K
KOHoMAeHUmnansHom nHgopMauum orpaHMY4eHHOro 4ocTyna.

2.10.4. ObecneveHnsa KOHPUOEHUNANBHOCTN NEPCOHANbHbIX AaHHbIX He
TpebyeTcs B crniydae nx obes3nnumBaHust, a Takke B OTHOLLEHUN
00LLLEeJOCTYMNHbIX NePCOHanbHbIX JaHHbIX.

2.10.5. Onepatop He nmeeT npasa codbunpaTtb n obpabaTbiBaThb
nepcoHarbHble AaHHble [lonb3oBaTena 0 ero pacoBoW, HaUMOHasTbHOW
NPUHAASIEXHOCTU, MNONUTUYECKUX B3rNs4ax, penMrno3HblX Unm
domnocodckmx ybexgeHnax, YaCTHOM XU3HW, 3a UCKITIOYEHNEM CIyYaEeB,
NpenyCMOTPEHHbIX ENCTBYIOLLMM 3aKOHO4ATETbCTBOM.

2.10.6. OnepaTtop He NMeET npaBa nony4yatb U obpabaTtbiBaTb
nepcoHarnbHble AaHHble onb3oBaTens 0 ero YreHcTBe B 06 ECTBEHHbIX
00beaMHEHUAX NN ero NPOCO3HOM AEATENBHOCTH, 3@ UCKITIOYEHNEM
crnydaeB, NpeaycMoTpeHHbIX egeparnbHbiM 3aKOHOM.

2.11. Cnocobbl 06paboTkn NnepcoHanbHbIX JaHHbIX.

2.11.1. lNepcoHanbHble AaHHble NMonb3oBaTtenen Canta obpabaTtbiBaloTcs



NCKMIOYNTENBHO C NUCMNOSIb30BaHMEM CPeACTB aBToMaTU3aLmu.

2.12. MNpaBa cybbekToB ([Nonb3oBaTtenen) nepcoHanbHbIX JaHHbIX.
2.12.1. Nonb3oBaTenb UMeET NpaBo Ha nonyyeHne ceegeHnin od
OnepaTtope, 0 MecTe ero HaxoXxaeHus, o Hanmymm y Onepartopa
NnepcoHarnbHbIX AaHHbIX, OTHOCALWMXCS K KOHKPETHOMY CYOBbeKTY
nepcoHarnbHbIX AaHHbIX ([Monb3oBaTento), a Takke Ha O3HAaKOMITEHUE C
TakMMn NepcoHanbHbIMU AAaHHBbIMM, 32 UCKITIOYEHNEM CIYyYaEeB,
npeayCcMOTPEHHbIX YacTbto 8 ctatbn 14 depepanbHoro 3akoHa «O
nepcoHanbHbIX JaHHbBIXY.

2.12.2. Nonb3oBaTenb UMEET NpaBo Ha nonydyeHne ot Onepartopa npu
nn4yHoMm obpalleHun K Hemy nMbo npu nonyveHnn OnepaTopom
NMCbMEHHOro 3anpoca oT lNonb3oBaTens cneaywen nHpopmaumm,
KacatoLencs odbpaboTkm ero nepcoHasnbHbIX AaHHbIX, B TOM Ynchne
coaepXxallen:

— noaTeepxaeHne dakta o6paboTkm nepcoHanbHbIX 4aHHbIX OnepaTopom,
a Takke uenb Takon obpaboTku;

— MpaBOBbIE OCHOBAHUA U Lienn obpaboTkn nepcoHanbHbIX AaHHbIX;

— uenu u npumeHaemble OnepaTopom cnocobbl 06paboTKM NepCcoHanbHbIX
OAHHbIX;

— HaMMeHOBaHMe N MecTo HaxoxaeHna Onepartopa, cBeAeHns o0 nuuax (3a
NCKNtoYeHneM paboTHUKOB onepartopa), KoTopble MMEKT AOCTYnN K
nepcoHanbHbIM AaHHbLIM U KOTOPbLIM MOTYT BbITb PacKpbIThI
nepcoHarnbHble JaHHble Ha OCHOBaHUK Jorosopa ¢ OnepaTtopom Unu Ha
OCHoBaHun PefepanbHOro 3aKoHa;

— obpabaTbiBaemMble NepcoHarbHble AaHHble, OTHOCALWMECS K
COOTBETCTBYHOLLEMY CYOBbEKTY NEPCOHAsbHbIX JaHHbIX, NCTOYHUK NX
NONyYeHusi, eCrv NHOWM NOPSLOK NPeAOCTaBNEHNS TakKMX AaHHbIX HE
npegycmoTpeH PeageparnbHbIM 3aKOHOM;

— CPOKK 06paboTKn NepcoHasnbHbIX AaHHbIX, B TOM YMCIEe CPOKUN UX
XpaHeHus;

— MOPSA0K OCYLLIECTBEHNSA CYOBHEKTOM NepCcoHarnbHbIX AaHHbIX Npas.,
npeaycMoTpeHHbIX defepanbHbIiM 3aKOHOM;

— NHpopMaLmto 06 OCyLLLEeCTBIEHHOM UK O Npeanosiaraemomn
TpaHCrpaHW4YHOW Nepenave

OaHHbIX;

— HauMeHoBaHue Unn amunnio, NMsi, OTYECTBO N agpec nuua,
ocyuiecTenatowero obpaboTky

nepcoHarnbHbIX AaHHbIX N0 nopy4veHuto Onepartopa, ecnn obpaboTka
nopyyeHa unm byger

nopy4eHa TakoMy nuuy;

— NHble cBeAeHnd, NpegyCcMoTpeHHble PeaeparbHbIM 3aKOHOM UIn
apyrummn doegepasibHbIMU

3aKoHaMmy;

— TpeboBaTb N3MEHEHUSA, YTOYHEHUS, YHUUTOXEHUS MHGopMaLmmM 0 CaMoM
cebe;



— obanoBaTb HenpaBoOMepHble AencTBus unu 6esgencrtene no obpaboTke
nepcoHarnbHbIX AaHHbIX U TpeboBaTb COOTBETCTBYHOLLEN KOMNEHCALNN B
cyae;

— Ha JOoNOSfTHEHWE NepcoHaribHbIX JaHHbIX OLLleHOYHOro Xxapakrepa
3asiBfIeHMEM, BblpaXatoLnM ero COOCTBEHHYIO TOYKY 3pEHUS;

— onpeaensaTtb NpeacTaBuTenen Ans 3awmnTbl CBOMX NepCcoOHanbHbIX
AaHHbIX;

— TpeboBaTb oT OnepaTtopa yBegomrieHns 060 Bcex Npon3BeaeHHbIX B HUX
N3MEHEHUAX UMNN UCKITIOYEHUAX N3 HUX.

2.12.3. Nonb3oBaTenb UMeET NpaBo obxanosaTtb B YNOHOMOYEHHOM
opraHe o 3awuTe npaeB Cy6bEeKTOB NePCOHarbHbIX JaHHbIX UNX B
cyoebHom nopsgke gencrteunsa unm desgencteme Onepartopa, ecnu
cuMTaeT, YTo nocneaHuin ocyllecTenaeT o6paboTKy ero nepcoHarnbHbIX
OAaHHbIX C HapylweHnem TpeboBaHnin PeaepanbHoro 3akoHa «O
nepcoHanbHbIX AaHHbBIX» UK NHbIM 06pa3oM HapyLlaeT ero npaea u
cBoboabl.

2.12.4. Tlonb3oBaTenb NepcoHarnbHbIX AaHHbLIX UMEET NPaBo Ha 3alumTy
CBOMX NPaB N 3aKOHHbIX MHTEPECOB, B TOM Y/CIEe Ha BO3MELLEHNE YObITKOB
n (MnNn) KoMnNeHcauuo MoparnbHOro Bpeda B cyaedbHom nopsiake.

2.13. O6sizaHHoCcTM OnepaTopa.

2.13.1. Mo cakTy nn4Horo obpatleHns nnmbo npu Noy4eHMmn NMCbMEHHOIo
3anpoca cybbekTa nepcoHarnbHbIX JaHHbIX UK €ro NpeacTaBuTens
OnepaTtop, Npu Hann4YnMM ocHoBaHUK, 0bsi3aH B TedeHne 30 gHen ¢ aaThl
obpaweHna nMbo nonyyeHus 3anpoca cydobekTa NepCcoHanbHbIX AaHHbIX
UK ero npeacraBuTend NpeaocTaBuTb CBeaeHust B obbeme,
ycTaHoBrieHHOM PefeparnbHbIiM 3aKOHOM. Takne cBefeHnsa OOMKHbI BbIThb
npefocTaBneHbl CyObEKTY NepCoHanbHbIX AaHHbIX B AOCTYNHOW dhopMe, U
B HUX HE OOJMKHbI coaepXaTbCA NepcoHanbHble AaHHble, OTHOCSALLMECS K
apyrmm cybbekTam nepcoHanbHbIX AaHHbIX, 3@ UCKIIOYEHMEM CIy4aes,
€CI NMETCA 3aKOHHbIE OCHOBAHUS ANS PACKPbITUS TakKMX NepcoHanbHbIX
OaHHbIX.

2.13.2. Bce obpalleHuns cybbekToB NepcoHanbHbIX AaHHbIX U NX
npeacraBuTenen no sonpocam ob6paboTkM NepcoHanbHbIX AaHHbIX.

2.13.3. B cnyyae oTkasa B npeaocTaBfieHNn CyObeKTy NepcoHarbHbIX
AaHHbIX U1 ero NpeacTaBuUTENo Npun obpatlueHnn nMbo Npu Nosy4YeHuu
3anpoca cybbekTa nepcoHarnbHbIX JaHHbIX UK €ro npeacTaBuTend
NHGOPMAaLIMK O HANMMYMM NePCOHarnbHbIX AaHHbLIX O COOTBETCTBYHOLLEM
cyObeKkTe nepcoHarnbHbIX AaHHbIX OnepaTop 0683aH JaTb B MMCbMEHHOW
doopMe MOTMBUPOBAHHLIN OTBET, COAEPXKaLLMN CCbINKY Ha NoSIoXXeHne
yactn 8 ctatbm 14 ®egepanbHoro 3akoHa «O NnepcoHanbHbIX AaHHbIX» UMK
NHoro hegepanbHOro 3akoHa, ABnNsOLLEECS OCHOBAHNEM AN TaKoro
OTKasa, B CPOK, He npesBbiwatowmin 30 gHen co aHA obpalleHus cybbekTa
nepcoHarnbHbIX AaHHLIX U ero npeacraBuTens, NMbo ¢ gatbl NONAyYeHUs
3anpoca cybbekTa nepcoHarbHbIX JaHHbIX UNW €ro NpeacTaBUTEnNs.
2.13.4. B cnyyae nony4eHunsa 3anpoca OT YNOSIHOMOYEHHOro opraHa rno



3awmTe npaB CyObeKTOB NepcoHarnbHbIX AaHHbIX O NPeoCcTaBNeHnm
MHdOpMaLNUK, HEOBXOOMMON ANA OCYLLECTBEHUS AeATeNbHOCTU
yKaszaHHoOro opraHa, Onepatop 06513aH CoOBLWMTE Takyto MHOpMaLmIo B
YNOSTHOMOYEHHbIN opraH B TedeHne 30 gHewn ¢ gaTbl NOSTy4YeHUs Takoro
3anpoca.

2.13.5. B cnyyae BbIsiBNeHUst HenpaBoMepHon o6paboTkn NnepcoHanbHbIX
OAaHHbIX Npy obpalleHnn nnmn no 3anpocy cybbekTa NepcoHarnbHbIX
OAHHbIX UK ero npeacTtaBuTens NMbo YNoTHOMOYEHHOMo opraHa no
3awmTe npaB cybbeKTOB NepcoHarnbHbIX AaHHbIX Onepartop obsa3aH
OCyLecTBUTb B1oKMpoBaHMe HenpaBoMepHO obpabaTbiBaeMbIx
nepcoHanbHbIX AaHHbIX, OTHOCALLMXCH K 3TOMY CyOBLEKTY NepCoHarnbHbIX
OAHHbIX, C MOMEHTa Takoro obpalleHns unm NonyyeHus: yKkasaHHoro
3anpoca Ha nepuog npoBepKu.

2.13.6. B cnyyae BbisiBNeHUst HenpaBoMepHon 06paboTKM NepCcoHarnbHbIX
OaHHbIX, ocywectendemon OnepaTtopom, NocneaHnn B CPoK, He
npeBblLLaLWNn Tpex pabounx gHEN ¢ AaTbl 3TOro BbisiBEHNS, 06a3aH
npekpaTuTb HenpaBoMepPHY0 06paboTKy NepcoHanbHbIX AaHHbIX. O6
yCTpaHeHUn JonyLeHHbIX HapyLlweHnin Onepatop ob6s13aH yBeaoOMUTb
cybbekTa nepcoHarbHbIX AaHHbIX UK ero NpeacTaBuTens, a B criyvyae
ecnu obpalleHne cybbekTa nepcoHasnbHbIX AaHHbIX U €ro
npeacTtaBuTenst NMOO 3anpoc YNosIHOMOYEHHOIO opraHa no

3awmTe npaB cybbEeKTOB NepcoHarnbHbIX AaHHbIX OblNM HAanpaBfieHb!
YNOSTHOMOYEHHbIM OpraHoOM Mo 3alUuuTe NpaB CyObEKTOB NePCOHaNbHbIX
OaHHbIX, TaKKe YKasaHHbIN OpraH.

2.13.7. B cnyyae gocTuxeHus uenm obpaboTkn nepcoHanbHbIX AaHHbIX
OnepaTop 06s13aH NpekpaTnTb 06paboTKy NepPCOHaNbHbIX AaHHbIX U
YHUYTOXNUTb NepcoHarbHble JaHHble B CPOK, He npesbiwatowmm 30
pabouunx gHen ¢ Aatbl AOCTMXKEHNSA Lenv 06paboTkmM nepcoHanbHbIX
OAHHbIX, €CIIU MHOE He NpeayCMOTPEeHO 4OroBOPOM, CTOPOHOM KOTOPOro
ABNSAETCA CYyOBbEKT NepcoHarnbHbIX AaHHbIX.

2.13.8. 3anpeluaeTcsa NpUHATME HAa OCHOBAaHUN UCKITIOYUTENBHO
aBTOMaTU3NPOBaHHON 0BpaboTKN NepCcOHarbHbIX AaHHbIX PELLEeHU,
NopoXaatoLmnX rpuamnyeckne nocneacTems B OTHOLLEHUN cybbekTa
NnepcoHanbHbIX AaHHbIX UM UHBIM 0Opa3oM 3aTparnBaroLLMX ero npasa u
3aKOHHble MHTEpPECHI.

2.14. Pexum KoHpnaeHUnanbHOCTU NepcoHarbHbIX AaHHbIX.

2.14.1. Onepatop obecnevnBaeT KOHOMOEHUMANBHOCTb U Be30MNacHOCTb
nepcoHarnbHbIX AaHHbIX NpU nX 06paboTKe B COOTBETCTBUN C
TpeboBaHusaMM 3akoHoadaTenbcTBa PO.

2.14.2. Onepatop He packpbiBaeT TPETbUM NULAM U HE pacnpocTpaHaeT
nepcoHanbHble

OaHHble 6e3 cornacusa Ha aTo cybbekTa NepcoHanbHbIX JaHHbIX, eChnn
NHOE He NpeayCcMOTPEHO

denepanbHbIM 3aKOHOM.

2.14.3. B cOOTBETCTBMU C NEePEYHEM NEePCOHarNbHbIX AAHHbIX,



obpabaTtbiBaeMbIX Ha canTe, NepcoHarnbHble AaHHble [Tonb3oBaTenen
Canra sBnsatTcsa KoHdmaeHUmManbsHon nHopmaumen.

2.14.4. Jlnuya, ocyuwectensowmne obpaboTKy nepcoHanbHbIX AaHHbIX,
064a3aHbl cobntogaTtb TpeboBaHUS perfameHTUPYOLWNX JOKYMEHTOB
OnepaTtopa B 4acTn obecnevyeHus KOHMaeHUMaNnbLHOCTN U 6e30NacHOCTU
nepcoHarnbHbIX AaHHbIX.

3. O6paboTka nepcoHarnbHbIX AaHHbIX

3.1. MNepeyveHb obpabaTbiBaeMbIX NEPCOHanbHbIX AaHHbIX [onb3oBaTenen:
- hamunus;

- um4;

- OTYECTBO;

- noJs;

- faTa poXOeHus;

- OOJTKHOCTb;

- KOMNaHus,

- OTpacrib;

- PErvoH;

- MOBUIbHbIN TeNedoH;

- ONEeKTPOHHas noyTa.

3.2. Jluua, umeroLme npaBo A40CTyna K nepcoHasibHbIM JaHHbIM.

3.2.1. MMpaBom gocTyna Kk nepcoHarnbHbIM AaHHbIM Cy6bekToB obnagatoT
nuua, HagesieHHble COOTBETCTBYHOLLUMN NOSTHOMOYNAMU B COOTBETCTBUN
CO CBOUMM Cry>XeBHbIMM 06A3aHHOCTSMN.

3.2.2. lNepeyeHb nuy, MeLWwmMx SOCTYN K NepCcoHarnbHbIM AaHHbIM,
yTBepXXJaeTcs reHeparnbHbiM anpektopom Oneparopa.

3.3. lNopanok n cpokn xpaHeHUs NepcoHarnbHbIX AaHHbIX Ha CanTe.

3.3.1. OnepaTop OCyLLEeCTBSET TOSIbKO XpaHEHNE NepCcoHanbHbIX AaHHbIX
Monb3oBartenen Ha CanTe.

3.3.2. Cpoku xpaHeHnsa nepcoHanbHbIX AaHHbIX [onb3oBartenen Ha Canrte
onpeeneHsl ycrnosnamm Nonb3oBaTenibCKOro corrnalleHuns, BBOOATCS B
AencTene ¢ MOMeHTa npuHATUA (akuenta) MNonb3oBatenem JaHHOro
cornaweHunsa Ha Cante 1 genUCTBYIOT OO Tex Nop, noka Nonb3oBaTtens He
3asBUT O CBOEM XeMaHuM yaanuTb CBOW NepcoHarnbHble AgaHHble ¢ CainTa.
3.3.3. B cnyyae ynaneHus gaHHbix ¢ CanTta no nHMunatmee ogHON 13
CTOPOH, @ UMEHHO NpekpaLleHnsa ncnonb3oBaHna Canta, nepcoHanbHble
AaHHble Nonb3oBaTtens xpaHaTcsa B 0aszax gaHHbIx OnepaTtopa naTb NeT B
COOTBETCTBUM C 3aKoHoAaTenLCcTBOM PO,

3.3.4. o ncreyeHnn Bblleyka3aHHOro CpoKa XpaHeHUs nepcoHasibHbIX
AaHHbIX [Nonb3oBaTens nepcoHarbHble AaHHble [lonb3oBaTens yaanatTcs
aBTOMaTM4YeCKU 3aaHHbIM anropMTMoMm, KOTopbln 3agaeT OnepaTtop.
3.3.5. OnepaTopom He BeaeTca obpaboTka NepcoHanbHbIX AaHHbIX
Monb3oBartenien Ha DyMaXKHbIX HOCUTENAX NHAOPMaLINN.

3.4. bnokmpoBaHune NepcoHanbHbIX AaHHbIX.

3.4.1. lNopg 6rnoknpoBaHMeM NepcoHaribHbIX JaHHbIX MOHUMaeTCH



BpeMeHHoe npekpauieHne OnepaTtopomM onepauunn no nx obpaboTke no
TpebosaHwuto Norb3oBaTens npu BbiSBIEHUN UM HEAOCTOBEPHOCTU
obpabaTtbiBaeMbIX CBELEHUN UMW HEMPABOMEPHbIX, MO MHEHUIO CybbekTa
nepcoHanbHbIX AaHHbIX, JEeCTBUM B OTHOLLEHUU €ro JaHHbIX.

3.4.2. OnepaTop He nNepenaeT nepcoHarbHblE AaHHbIE TPETbUM NULaM U
He nopy4yaeTt 06paboTKy nepcoHarnbHbIX JaHHbIX CTOPOHHUM Nnuam u
opraHusaumsam. lNepcoHanbHble AaHHble [Tonb3oBaTtenen Canta
obpabaTbiBatoT TONBLKO cOTpyaHUKM OnepaTtopa (agMuMHucTpaTopbl 6a3
OAHHbIX U T. 4.), AoNYLEeHHble YCTaHOBNEHHbIM NOpaaKkoM K obpaboTke
nepcoHanbHbIX gaHHbIX MNonb3oBaTenen.

3.4.3. bnokupoBaHue nepcoHarbHbIX AaHHbIX Ha CanTe ocyLLlecTBAseTCs
Ha OCHOBaHWWN NMMCbMEHHOIO 3asiBNEHUs1 OT CyObeKTa nepcoHarnbHbIX
OAHHbIX.

3.5. YHUUTOXEHNE nepCcoHasribHbIX JaHHbIX.

3.5.1. lNog yHn4YTOXEHMEM NepCOHarbHbIX JaHHbIX MOHUMAKTCA AENCTBUA,
B pe3ysibTaTe KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM BOCCTAHOBUTb
cofepxaHue nepcoHanbHbIX AaHHbIX HA CanTte u/vnu B pesynbTtaTte
KOTOPbIX YHNYTOXAKTCA MaTepuarnbHble HOCUTENN NePCOHarbHbIX AaHHbIX.
3.5.2. CybbeKT nepcoHanbHbIX JaHHbIX BpaBe B MMCbMEHHOW hopme
TpeboBaTb YHUUTOXEHMSI CBOUX NEPCOHANbHbLIX AAHHbIX B Criyvae, ecnm
nepcoHarnbHble JaHHble SABISATCA HENOSTHbIMK, YCTapeBLUNMMU,
HeOCTOBEPHbIMU, HE3AKOHHO MOJSTYYEHHBIMWU UIN HE ABNAIOTCS
HeobxoanMbIMM ONs 3asiBIEHHOW Lenn obpaboTku.

3.5.3. B crny4yae oTCyTCTBMS BO3MOXHOCTU YHUHMTOXEHNSA NEPCOHAaNbHbIX
OaHHbIX OnepaTop ocywecTBnaeT ONoKMpoBaHUE TakuxX NepcoHarnbHbIX
OAHHBIX.

3.5.4. YHNUYTOXEHNE NepCcoHarbHbIX AaHHbIX OCYLLECTBNAETCH NyTem
CTUPaHUA MHGOPMAaLMK C UCNONb30BaHNEM CEPTURULNPOBAHHOMO
nporpaMMHoro obecneyeHuns ¢ rapaHTUPOBaHHbLIM YHUYTOXEHMEM (B
COOTBETCTBUM C 3aaHHbIMWN XapakTepUCcTMKaMn Ans yCTaHOBNEHHOIo
nporpaMMHoro obecneyeHunst ¢ rapaHTUPOBaHHbLIM YHUYTOXEHUEM).

4. CncTtemMa 3alunTbl NepcoHanbHbIX JaHHbIX

4.1. Mepbl no obecneveHnto 6e30nacHOCTN NepCoHanbHbIX aHHbIX NP UX
obpaboTke.

4.1.1. Onepatop npu o6paboTke NnepcoHanbHbIX JaHHbIX 06s3aH
NPUHUMaTb HeobXoanMblE NPaBoOBbIE, OPraHN3aUNOHHbIE U TEXHUYECKME
Mepbl U1 obecnevmBaTth UX NPUHATUE ANSA 3aWUTbl NePCOHasbHbIX
OAHHbIX OT HEMPABOMEPHOro NN CNyY4arnHOro JocTyna K HUM,
YHUYTOXEHUS, UIBMEHEeHUs1, BNOKMPOBaHUS, KONUPOBaHWS,
NpeaoCcTaBfieHUsl, pacnpoCcTpaHeHUs NePCOHaNbHbIX AaHHbIX, @ TaKkKe OT
WHbIX HEMNPaBOMEPHbIX AENCTBUN B OTHOLLEHUN NEePCOHAanNbHbIX AaHHbIX.
4.1.2. ObecneyeHne 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX 4OCTUraeTcs, B
YaCTHOCTMU:

— onpegeneHnem yrpo3 6e3o0nacHOCTN NepcoHanbHbIX AaHHbIX NPU KX



obpaboTke B UHGHOPMALMOHHBIX CUCTEMAX NEPCOHArNbHbIX OaHHbIX;

— NPUMEHEHNEM OPraHM3aLMOHHbIX U TEXHUYECKUX Mep No obecneyeHnto
©e3onacHOCTN NepcoHarnbHbIX AaHHLIX NPU NX 0bpaboTke B
MHMOPMALMOHHBIX CUCTEMAX NepcoHarbHbIX AaHHbIX, HEO6X0AMMbIX ANS
BbINOSHEHNS1 TPEDOBaHMI K 3aLLUUTE NepCcoHarbHbIX AaHHbIX;

— NPUMEHEeHNeM NpoLleaLlnx B YCTaHOBIEHHOM NopsaKe npouenypy
OLIEHKMN COOTBETCTBUA CPEeACTB 3alUunTbl MHopMaLumu;

— OLIEHKOWN 3(p(peKTMBHOCTN NpUHMMaEMbIX Mep No obecneyeHuto
BGe3onacHOCTN NepcoHarnbHbIX AaHHbLIX 40 BBOAA B AKCMnyatauuto
NHOPMALIMOHHOW CUCTEMbI NEepPCoHarbHbIX AaHHbIX;

— Y4€TOM MaLUMHHbIX HOCUTESNEeN NepcoHarnbHbIX JaHHbIX;

— oBHapyXeHnem akToB HECAHKLMOHMPOBAHHOIO 4OCTYyNa K
nepcoHanbHbIM AaHHLIM U NPUHATUEM MEP;

— BOCCTaHOBMEHNEM NEPCOHANbHbIX AaHHbIX, MOANULMPOBAHHbLIX UIN
YHUYTOXEHHbIX BCNeCTBME HECAHKLMOHMPOBAHHOIO JOCTYNa K HUM,;

— yCTaHOBJIEHMEM MpaBus 4OCTyNa K NepcoHaribHbIM OaHHbIM,
obpabaTtbiBaemMbiM B MH(POPMALMOHHOW CUCTEME NEPCOHAarbHbIX AAHHbIX,
a Takke obecrneyeHmem permcrTpaumm n ydeta Bcex eENCTBUN,
coBepLUaeMbIX C NepcoHaribHbIMMU JaHHbIMU B MHGOOPMaLUMOHHOW cucTeme
nepcoHarbHbIX AaHHbIX;

— KOHTpOMeM 3a NpuHMMaemMbiMn Mepamm no obecneyeHno 6€3onacHoOCTn
NepcoHanbHbIX AaHHbLIX N YPOBHS 3aLUMLLEHHOCTU MHPOPMALMOHHbIX
CUCTEM NEPCOHAanbHbIX JAHHbIX.

4.1.3. Onsa uenen MNMonoxeHus nog yrpodamm 6€30nacHOCTU NepcoHasrbHbIX
AaHHbIX NOHMMAETCS COBOKYMHOCTb YCNOBUM N hakTOPOB, CO34atoLLMNX
OMaCHOCTb HECAHKLMOHUPOBAHHOIO, B TOM YMCIIE Cly4YanHOro, 4octyna K
NepcoHarnbHbIM AaHHbIM, pe3ySfibTaTOM KOTOPOro MoryT ctaTb
YHUYTOXEHUE, NU3MEHEHME, BNOKNPOBaHME, KONUPOBAHKE,
npegocTaBneHne, pacnpocTpaHeHne NepcoHarnbHbIX AaHHbIX, @ Takke
WHble HenpaBoOMepHbIe OeNCTBUA Npu nx obpaboTke B UHGOPMALMOHHOM
cucTeme nepcoHanbHbIX AaHHbIX. [1og ypOBHEM 3aLUULLIEHHOCTH
nepcoHarbHbIX AaHHbIX MOHMMAaEeTCA KOMMNIIEKCHbIW NoKa3aTesb,
XapakTepusyoLwmnm TpeboBaHunsl, UICNOMHEHWE KOTOPbIX obecneyunBaeT
HenTpanusauuto onpeaesieHHbIX yrpo3 6e30nacHOCTU NepcoHasrbHbIX
AaHHbIX NpU nx obpaboTke B MHGPOPMALMOHHON CUCTEME NEPCOHANbHbIX
JaHHbIX.

4.2. 3awmuiaemble cBeieHnst 0 cybbekTe nepcoHarbHbIX aHHbIX. K
3almaemMbiM cBeleHUsIM 0 CyObekTe nepcoHanbHbIX AaHHbIX Ha CanTe
OTHOCATCS AaHHble, MO3BOSISOLWNE MOEHTUPULMPOBATL CYyOBHEKT
NepcoHanbHbIX AaHHbLIX U/WUAN NOAYYUTb O HEM AOMNOSHUTENbHbIE
CcBeleHus1, NpeayCMOTpPEHHble 3aKoHoA4AaTEeNLCTBOM U [1ofioXXeHnemMm.

4.3. 3awmuaemblie 06BHEKTbI NEPCOHASBbHBLIX AaHHbIX.

4.3.1. K 3awmwiaemMmbiM o6 bekTaMm NepcoHarnbHbIX AaHHbIX Ha CanTte
OTHOCSATCS:

— 006BEKTbI MHPOPMaTM3aUMM N TEXHUYECKNE CpeacTBa



aBTOMaTU3NPoOBaHHON 0OpaboTKN MHGOPMaLUK, coagepXKaLlen
nepcoHarnbHble JaHHbIE,;

— MHdOpMaUUNOHHbIE pecypcbl (basbl AaHHbIX, hansibl U p.), coaepalume
MHdopMauuno 06 NHPOPMaLNOHHO-TENTEKOMMYHUKALMOHHbBIX CUCTEMAX, B
KOTOPbLIX LIMPKYIIMPYIOT NepcoHaribHble AaHHble, O CODbITUSX,
npounsoLleLwmx ¢ ynpaensemMbiMn obbektamu, o nraHax obecneyeHuns
B6ecnepeboriHom paboThl U Npoueaypax nepexona K ynpaBneHuto B
aBapUNHbLIX pexunmax;

— KaHasnbl CBS3M, KOTOPbIE UCNOMb3YITCA AN nepegaym nepcoHanbHbIX
OAHHbIX B BUAE MH(POPMATUBHBIX 3NEKTPUYECKUX CUrHAMOB 1 (PU3NYeCKnX
nonewm;

— OTYyXXaeMble HoCUTeNU NHpopMaumm Ha MarHUTHOW, MarHUTHO-
ONTUYECKOM N NHOW OCHOBE, NpUMeHsieMble Ana 06paboTkM nepcoHanbHbIX
OAHHbIX.

4.3.2. TexHonornyeckasa nHdopmaums o6 MHPOPMaLMOHHBIX CUCTEMAX U
3fleMeHTax CUCTEMbI 3aLLMThbl NEPCOHarbHbIX AaHHbIX, NOANexallas
3awmTe, BKIOYaET:

— CBeEeHNs 0 CUCTeME yrnpaBneHust 4OCTYNOM Ha OO bEKThI
MHpopMaTM3aLmmn, Ha KOTOPbIX ocyLlecTBndeTcs obpaboTka
NepcoHanbHbIX AaHHbIX;

— ynpasnswwasa nHgpopmauns (KoHgUrypaumoHHble hannel, Tabnuubl
MapLlpyTu3aumm, HAaCTPOMKN CUCTEMBI 3aLUUTbI U Np.);

— TexHomnorn4yeckas nHopmauusa cpeacTs 4ocTyna K cucteMam
ynpaBneHus (ayTeHTUKaLunmoHHaa nHdopmarms, Knovm n atpubyTol
aoctyna un gp.);

— XapaKTepUCTUKMN KaHasoB CBA3W, KOTOPbIe UCNOMb3YTCA ANa nepegaym
nepcoHanbHbIX AaHHbIX B BUAE MHOOPMATUBHbLIX 3NIEKTPUYECKNX CUTHASIOB
N ON3nNYECKMX nonewu;

— NH(popMaLma 0 cpeacTBax 3allnTbl NEPCOHArNbHbIX AaHHbIX, UX COCTaBe
N CTPYKTYpE, NPUHUUNAX N TEXHUYECKNX peLLEHUSIX 3alUnThI;

— crykeOHble AaHHble (MeTagaHHble) nosiBnstowmecs npu pabote
nporpaMmmHoro obecrneyeHusi, COobLLEHMIN N NMPOTOKOSTIOB MEXCETEBOIO
B3aMMOAENCTBMS, B pe3yrnbTaTe 06paboTkn nepcoHasibHbIX AaHHbIX.

4.4. TpeboBaHUA K cuCTeMe 3aLLNTbI NepcoHarnbHbIX AaHHbIX. Cuctema
3alMThbl NEePCOHarbHbIX AaHHbIX AOJTXHA COOTBETCTBOBATL TpeboBaHUAM
noctaHoBrneHusi MNMpasutenosctea PO oT 1 Hos6ps 2012 1. Ne 1119 «O6
yTBEpXaeHUn TpeboBaHWM K 3aLLUmMTe NepcoHarnbHbIX JaHHbBIX NPU UX
0bpaboTke B MHPOPMALIMOHHBLIX CUCTEMAX NepPCOHAarbHbIX JaHHbIX».
4.4 1. Cuctema 3awmTbl NEepCcoHanbHbIX AaHHbIX JOSMKHa obecneymnBaTh:
— CBOeBpeMeHHOe 0bHapyXeHue 1 npegoTepalleHme
HeCaHKLMOHNPOBAHHOIO AOCTYMNa K NepCoHanbHbIM JaHHbIM U (MNK)
nepegayun ux nuuam, He MMerL MM NpaBa 4OCTyna K Takon nHdopmaLumu;
— HegonyLeHne BO3OeNCTBUA Ha TeXHUYECKNe cpeactaa
aBTOMaTU3NPoOBaHHON 0OpaboTKN NepcoHarnbHbIX AaHHbIX, B pe3ynbTaTe
KOTOPOro MOXeT ObITb HapyLLIeHO X YHKLNOHUPOBAHME;



— BO3MOXHOCTb He3aMe IMTENbHOrO BOCCTAHOBIIEHNS MEPCOHAamNbHbIX
AaHHbIX, MOANMPUUNPOBAHHBLIX NN YHUYTOXEHHbIX BCIIeACTBUE
HeCaHKUMOHWPOBAHHOIO A0CTYNa K HUM,

— MOCTOSIHHbIN KOHTPOI1b 32 obecrnevyeHremM YpOBHS 3aLLULLLEHHOCTU
nepcoHanbHbIX JaHHbIX.

4.4.2. Cpegctea 3aluTbl MHopMauumn, NpUMeEHAEMbIE B
MHAPOPMALMOHHLIX CUCTEMAX, LOSMKHbI B YCTAHOBIIEHHOM NOPSIAKE
NPOXOANTb Npoueaypy OLEHKN COOTBETCTBUS.

4.5. MeTogbl 1 cnocobbl 3alnTbl HPOPMaLMK B UHOPMALMOHHbIX
cucTeMax nepcoHasibHbIX AaHHbIX.

4.5.1. MeToabl 1 cnocobbl 3awwmnTbl UHOPMaUUKM B MIHGPOPMAaLMOHHBIX
cucTeMax nepcoHarsbHbIX AaHHbIX OnepaTopa A0SMKHbI COOTBETCTBOBATL
TpeboBaHMAM:

— npukasza PCTIK PO ot 18 dheBpanst 2013 r. Ne 21 «O6 yTBEPKAEHUN
CocTtaBa 1 cogepkaHusi OpraHn3aunoHHbIX N TEXHUYECKNX MepP MO
obecneyeHunto 6e30MacHOCTN NePCOHarnbHbIX AaHHbIX NpU X 06paboTke B
MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIXY;

— npukasa ®Cb Poccum o1 10 uronsa 2014 r. Ne 378 «O6 yTBepxgeHum
CocTtaBa 1 cogepkaHusi OpraHn3aunoHHbIX N TEXHUYECKNX MepP MO
obecneyeHunto 6e30MacHOCTN NepcoHarnbHbIX AaHHbIX NPU X 06paboTke B
MHPOPMALMNOHHBIX CUCTEMAX NePCOHarnbHbIX AaHHbIX C UCMONb30BaHNEM
CpeacTB KpunTorpauyeckon 3awmnTbl UHopMauumn, HeobXoANMbIX A5
BbIMOMHEHUs ycTaHoBreHHbIX [NpaButensctBom Poccuickon denepaumm
TpeboBaHW K 3alumMTe NepcoHasrbHbIX AaHHbIX ANA KaXK40ro n3 ypoBHemn
3awmueHHocTu» (B crnydae onpeaeneHns OnepaTtopoM HEOH6XO0AUMOCTU
NCMNonb30BaHNA CPeaCcTB Kpuntorpaduyeckomn 3amTbl MHpopmMaunm ong
obecneyeHus 6e3onacHOCTM NepPCoOHanbHbIX AaHHbIX).

4.5.2. OCHOBHbIMM METOAAMK M cnocobamu 3alnTebl MHpopmaumm B
MHJOPMAaLMOHHBIX CUCTEMAX NepPCoHarbHbIX AaHHbIX [Tonb3oBaTeneu
ABMAKOTCA METOAbI U CNOCObbI 3aLmThl MHOpMaLUMn OT
HeCaHKUMOHUPOBAHHOrO, B TOM YuCIie Cryv4anHoro, 4ocTyna K
nepcoHanbHbIM AaHHbIM, pe3ynbTaToOM KOTOPOro MOXeT cTaTb
YHUYTOXEHUE, U3MeHeHne, 6noknpoBaHue, KonMpoBaHue,
pacrnpocTpaHeHue nepcoHarnbHbIX JaHHbIX, @ TakKe UHbIX
HeCaHKUNOHUPOBaHHbLIX AENCTBUIN (Oarnee — MeTodbl 1 Cnocobbl 3aWwuThbl
nHgopmauum ot HCL).

4.5.3. Boibop n peanunsaumns metogoB 1 cnocoboB 3alunTbl MHGopMaLmn
Ha CanTe ocyLecTBNAeTCs B COOTBETCTBMU C peKOMeHOaLUsMN
perynatopos B obnactu 3awmtbl tHopmauum — PCTIK Poccun n ¢CH
Poccun, ¢ yyuetom onpegensemblx Onepatopom yrpo3 6e3onacHoCTH
nepcoHarsnbHbIX JaHHbIX (MO4ENN yrpo3) 1 B 3aBUCUMOCTM OT Kracca
NHJOPMALIMOHHON CUCTEMBI.

4.5.4. BolbpaHHble U peanM3oBaHHbIE METOAbI U CNOCOOLI 3aLLNTbI
MHpopmMauumn Ha CanTte OomkHbl obecneymBaTb HEUTpanu3aymo
npegnonaraemMblix yrpo3 6e30nacHOCTU NepCcoHasrbHbIX AaHHbIX NPU UX



obpaboTke.

4.6. Mepbl 3aWmTbl MIHPOPMAaLUN, COCTABMAIOLWEN NEPCOHANbHbIE AAHHbIE.
4.6.1. Mepbl no oxpaHe 6a3 gaHHbIX, coaepXalmx nepcoHanbHbIe
OaHHble, NpuHMMaeMble OnepaTtopoM, LOSMKHbI BKNOYaTh B cebs:

— onpegerieHne nepevyHa nHopMaLnmn, CocTaBsoLEen nepcoHarbHbIe
OaHHbIE;

— OrpaHn4eHne gocTtyna K uHpopmaumm, cogepxallen nepcoHanbHble
OaHHble, NyTEM YCTaHOBIIEHNS nopsiaka obpalieHns ¢ aTon MHdopmaumnen
N KOHTPONS 3a cobniogeHnem Takoro nopsigka.

4.6.2. Mepbl N0 oxpaHe KOHPUAEHUMANbHOCTU MHpopMaL M NpuU3HaTCH
pa3yMHO 4OCTaTOYHbIMWU, €CIN:

— UCKINOYaEeTCs OOCTYN K NepCoHanbHbIM AaHHbIM f00bIX TpeTbMX nny, 6e3
cornacus

Onepatopa;

— obecnevnBaeTcs BO3MOXHOCTb UCMOMNb30BaHMsS MHOpMaumn,
coaepxallen nepcoHarnbHble

OaHHble, 6e3 HapyLeHns 3aKoHoA4aTENbCTBA O NEPCOHANbHbIX AAHHbIX;

— npu paboTe c Nonb3oBaTenem ycTaHaBMBaEeTCA Takon NOpsaoK
aencteur Onepartopa, Npu KOTopom obecnevnBaeTcs COXPaHHOCTb
CBeleHUIn, coaepXawmx nepcoHanbHble AaHHble MNonb3oBaTens.

4.6.3. NepcoHanbHble AaHHble HE MOTYT BbITb MCNOSb30BaHbI B LENsX,
npoTuBopevallux TpedoBaHnam PenepanbHOro 3akoHa, 3alnTbl OCHOB
KOHCTUTYLIMOHHOIO CTPOSl, HPABCTBEHHOCTU, 340P0OBbS, NPaB U 3aKOHHbIX
NHTEpPECOB ApYrnx nuu, obecneyeHnsa obOpPOoHbI CTpaHbl U 6e3onacHOCTU
rocygapcraa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce cotpyaHukn Onepatopa, ocywiectenstowme obpaboTky
NepcoHarnbHbIX AaHHbIX, 00513aHbl XpaHUTb TarHy O CBEAEHUSIX,
coaepXawmx nepcoHanbHble JaHHble, B COOTBETCTBUK C [1onoxeHnem,
TpeboBaHnaAMM 3akoHogaTenbcTBa PO.

4.7.2. Jlnya, BUHOBHbIE B HapyLLueHUn TpedoBaHui MNonoxeHna, HecyT
NpeayCcMOTPEHHYHO 3aKkoHoAaTeNbCTBOM PO O0TBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTb 3a CODMNOAEHNE PEXMMA NEPCOHASbHbLIX AaHHbIX
MO OTHOLLIEHUIO K NEePCOHArIbHbIM AaHHbIM, HaxoasawmmMes B 6asax gaHHbIX
CanTa, HecyT OTBETCTBEHHbIE 3a 06PaboTKy NepcoHarbHbIX JaHHbIX.

5. 3akntounTenbHble NOMOXeEHNA

5.1. B cny4yae nsameHeHns gencTByoLLEro 3akoHogaTtenoscrea PO,
BHECEHUS1 UIBMEHEHNN B HOPMATUBHbIE JOKYMEHThLI MO 3alumnTe
nepcoHarnbHbIX AaHHbIX HacTosilwee NonoXxeHne AeNCTBYET B YacTu, He
NpoTMBOpeYaLlen AeNCTBYOLEMY 3aKOHO4ATENbCTBY 40 NPUBEAEHUS €ro
B COOTBETCTBME C TaKUMMW.

5.2. YcnoBua HacToswero lNonoxeHna yctaHaBnNnBaroTCs, UISMEHAIOTCA U
OTMEHSIOTCS

OnepaTtopom B OAHOCTOPOHHEM Nopsiake 6e3 npeaBapuUTeSibHOro



yBegomreHus lNonb3osaTtend. C MoMmeHTa pa3melleHuns Ha Cante HOBOWM
penakuum NonoxeHus npegblayLlias pegakuns cHMTaeTcs yTpaTuBLLen
CBOI0 cuny. B crnyyae cyLecTBEHHOro M3SMEHEHUs YCNoBUM HACTOALLLEro
Cornawenust Onepatop m3seLlaeT 06 atom [NonbL3oBaTtenen nyTem
pasmelleHna Ha Cante COOTBETCTBYHOLLEINO COOOLLEHNS.

5.3. Ecnu lNonb3oBaTenb He cornaceH ¢ yCnoBUsiMM HaCTOSILLENO
[MonoxeHus, TO OH AOMKEH HEMEASIEHHO yaanuTb cBon npodunes ¢ Canta,
B NPOTMBHOM CIlydae npogorikeHne ncnosb3oBaHus lNonb3oBaTtenem
Canta o3HayvaerT, 4To lNonb3oBaTternb CornaceH ¢ yCnoBUsMU HACTOSILLIENO
NonoxeHus.



